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INITIAL SETUP

SETTING UP MULTI-FACTOR AUTHENTICATION (MFA) FOR THE FIRST TIME

1. Access the HPMS landing page at the following URL: https://hpms.cms.gov

2. On the HPMS landing page, log in using your CMS EUA ID and password.

" HPMS | Health Plan Management System

Helping plans navigate the Medicare S
Advantage and Part D programs vedicarepartcso || (VD

Want to learn more and stay on top of MA and Part D program news?
Join the HPMS email list.

-
Subscribe to the Listserv V/

@ @ Announcements
Last Updated 2 days ago

PDPFS level three outlier processing has completed.
01/01/2020

Announcements FAQs I

Drug pricing attestations due by 2:00 p.m.
01/03/2020

Take our HPMS customer satisfaction survey. Window closes at 5:00 pm ET on January 17.
01/06/2020-0117/2020

Take our HPMS customer satisfaction survey. Window closes at 5:00 pm ET on January 17.
01/06/2020-01/17/2020

Take our HPMS customer satisfaction survey. Window closes at 5:00 pm ET on January 17.
01/06/2020-01/17/2020

5

HPMS User Access HPMS Videos
See more...

Figure 1: HPMS Landing Page
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https://hpms.cms.gov

3. The HPMS Multi-Factor Authentication set up page will display.

¢ HPMS 5]

Health Plan Management System Log Out

Multi-Factor Authentication

HPMS requires multi-factor authentication to enhance the security of your user account and data. CMS strongly recommends that you enter data for at least two of the options below.
E-mail Authentication

Use this method to receive your one-time PIN by email,

SETUP

% Text Message Authentication

Use this method to receive your one-time PIN by text message. Standard message and data rates may apply.
2 SETUP

[E Authenticator App

Use this method to receive your one-time PIN through an authenticator app. Standard message and data rates may apply.

SETUP ‘

Skip this step for now

Figure 2: HPMS MFA Initial Set Up Page

4. You must click on the Setup button for one or more of the three options above to
establish your MFA factors.

a. Arandom PIN sent via e-mail. This method requires users to provide a valid e-mail
address that will be maintained in a new MFA settings tab in the HPMS “My
Account” function. This method is the least recommended option, as e-mail can
often be slower than the following two delivery mechanisms.

b. A random PIN sent via text message. This method requires users to provide a valid
cell phone number that will be maintained in a new MFA settings tab in the HPMS
“My Account” function.

c. Atime-based One Time Password (OTP). This option uses a key generated by a
mobile application installed on a cell phone, such as Google Authenticator or

Microsoft Authenticator. The OTP option is often the most efficient and reliable
way to access a website using MFA.

5. You must also complete three mandatory security questions. These questions will be used
if you are unable to log into HPMS using MFA and need to reset your account.
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Security Questions

Please setup the mandatory security questions to help unlock your account in case ofgetting it locked.

Select your Security Question 1%
--Select a Question -- -

Answer

Select your Security Question 2 *
--Select a Question-- -

Answer

Select your Security Question 3 *

--Select a Question-- -

Answer

Figure 3: HPMS Security Questions Page

6. You will be sent to the HPMS home page after completing the security questions.
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LOGGING IN AFTER SETTING UP MFA

1. Loginto HPMS from the HPMS landing page using your CMS EUA user ID and password.

2. Select the method to receive your one-time PIN (OTP).

Select Method to

Receive your One-Time
PIN to Login

To enhance security, we require a one-time PIN to
complete your login to HPMS. Please select one or more
methods to receive your one-time PIN:

O E_M Ell| (pr***********.****@********.Com) - Default

() Text Message (*****2614) - Secondary

@ Authenticator App - Secondary

You will need to enter the one-time PIN on the next page
to complete your login. You must complete the login within
10 minutes of receiving your one-time PIN. If you fail to do
so, your PIN will expire and you will need to reinitiate the
login process by entering your |D and password.

If you do not have access to any of the verification

option(s) listed on this page, contact us at 1-800-562-1963
and we will reset your account.

Request One-Time

Cancel
PIN

Figure 4 : Select Method to Receive OTP Page
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3. Enter your OTP on the following page. You also have the option to remember the OTP on
the specific browser on your device for the remainder of the day.

Enter your One-Time PIN

Enter your one-time PIN sent via E-Mail to

pr*********** ****@*1—*1«-**** COITI
One-Time PIN *
537007

Would you like us to remember this browser on this device
for the day? If you select yes, you will not need to enter a
new PIN for subsequent logins.

Yes, remember this browser on this device for the day.
It is mine and secure.

Having trouble getting your one-time PIN? Click here to
reset your MFA.

If you have not received your one-time PIN, click here to
resend your one-time PIN.

Figure 5: Enter your OTP Page.

4. After clicking on the Submit button, the HPMS home page displays.

HPMS
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RESETTING THE MFA

1.

HPMS

If you are unable to complete MFA successfully, use the Click here to reset your MFA link.

Enter your One-Time PIN  x

Enter your one-time PIN sent via E-Mail to

Fhkkhkhhkhhhd hhhk FrkdRkkhhx
pr . @ .com.

‘ One-Time PIN *

You must enter your one-time PIN.
Would you like us to remember this browser on this device
for the day? If you select yes, you will not need to enter a
new PIN for subsequent logins.

Yes, remember this browser on this device for the day.
It is mine and secure.

Having trouble getting your one-time PIN? Click here to
reset your MFA.

If you have not received your one-time PIN, click here to
resend your one-time PIN.

Figure 6: Reset your MFA link
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2. You will be directed to complete your HPMS security questions.

o

Health Plan Management System Log Out

Multi-Factor Authentication %

Security Questions

Please answer the security questions to reset your MFA.

1. What is the maiden name of your Mother?

Answer
Kk kR kA ARk

2. What is the last 5-digits of your drivers license?

Answer
AERIIEARLEREKETR

3. What is the name of your high school?

Answer
ek ek kA Ak

Figure 7: Modify HPMS Security Questions Page

3. After successfully submitting your responses, you will be directed to setup your MFA
options and proceed with the log on process once again.
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UPDATING THE MFA METHOD

You can update your MFA methods at any time using the My Account module under the User

Resources menu.

1. To start, use the Please click here link on the Multi-Factor Authentication tab.

‘ H PMS PRIYADARSHININAIR|Log Out|A A A
Last logged in at 11:51 AM on July 1, 2021

Health Plan Management System TEST

Quality and Risk Adjustment DuiaExiact User Resources

Facility

Plan Dashboard ‘ M;:ngt;ﬁ‘\::nl ‘ Plan Bids Plan Formularies Monitoring ‘ Performance

Home

User Account Management

‘ My{'}vorites T User Account T User Access Report ] Multi-Factor Authentication \

You may review and update your HPMS multi-factor information by visiting this page: MFA Setup.

You can update your e-mail address, cell phone number, or software authentication tool at any time.

Figure 8: HPMS User Account Management Page
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2. You will then be directed to the Multi-Factor Authentication set up page where you can
update your MFA methods and security questions.

L < A

Multi-Factor Authentication

he security of your wser account and data. CMS strangly recommends thal you enter data for at laast two of tha options balow.

Standard message and data rates may apply, (**"2614)

P

jour one-time PIN through an authenticator spp. Standard messags and data rates may apply.

Jetaul) verification method

Figure 9: HPMS MFA Method Update Page
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