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GPRO Web Interface Key Dates
 

•	 Sampled beneficiaries available in the Web 
Interface for viewing and download: 

–	 January 3-6, 2017 

•	 Training version of the Web Interface available: 

– January 9-13, 2017 

•	 Enter and submit 2016 quality data through the 
Web Interface: 

–	 January 17 – March 17, 2017 (closes at 8:00pm Eastern Time) 
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Introduction
 

•	 The EIDM training modules are based on material in 
the EIDM Quick Reference Guides (QRG), available for 
download at 
https://qnpapp.qualitynet.org/pqrs/eidm_guide.htm. 
•	 The Shared Savings Program ACO EIDM Account and 

Role Set-up Guide is available on the Shared Savings 
Program ACO Portal under the Program 
!nnouncement, “2016 Quality Measurement and 
Reporting Guides.” 
–	 Available for download after logging into the CMS 


Enterprise Portal at https://portal.cms.gov. 

•	 For Next Generation ACO Model, please reference 

https://app.innovation.cms.gov/NGACOConnect for 
additional guidance. 3 

https://qnpapp.qualitynet.org/pqrs/eidm_guide.htm
https://portal.cms.gov/
https://app.innovation.cms.gov/NGACOConnect
https://app.innovation.cms.gov/NGACOConnect
http:https://portal.cms.gov
https://qnpapp.qualitynet.org/pqrs/eidm_guide.htm


A Note on Screenshots
 

•	 Please note that screenshots in this 
presentation are taken from the QRGs and/ or 
a test EIDM system. They may not match 
exactly what you see in the live EIDM system. 
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GPRO Web Interface Roles in EIDM
 

•	 In order to submit data via the Web Interface, you must 
have Web Interface Submitter role for your 
organization (PQRS group practice or SSP/Pioneer/Next 
Generation ACO) in the EIDM. 
•	 Organization must exist in EIDM prior to Web Interface 

Submitter role request. 
•	 Organization is created by the user who requests 

Provider Approver role during this role’s request 
process. 
•	 Organization is created when the Provider Approver 

role for the Physician Quality and Value Programs 
application is approved. 



Provider Approver Roles in EIDM
 

•	 There are two types of EIDM Provider Approver roles for 
those who are using the Web Interface: 

Security Official applicable for PQRS Group Practices 
ACO Security Official applicable for Accountable Care 

Organizations 

•	 This module will discuss the Security Official Provider 
Approver role. Please see Module 3 for a discussion of 
the ACO Security Official Provider Approver role. 



  

 

 

  

Security Official Provider Approver Role
 

•	 Security Official role is applicable for organizations 
identified by a TIN with at least 2 eligible 
professionals.   

•	 Security Official role assumes Provider Approver 
responsibility for the created organization in EIDM, 
which includes: 

Approval of all Provider roles for this organization 
including  other Security Official roles  

Role management and recertification for the 
organization. 
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Security Official Role Request
 

•	 To request a role in EIDM, you must first have 
an EIDM account. 

•	 If you do not have a user ID and password, 
please see Module 1 on how to create an 
EIDM account. 

•	 See the following slides for requesting the 
Security Official role in EIDM. 
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Log into CMS Enterprise Portal
 

•	 Begin by navigating to https://portal.cms.gov. The CMS Enterprise Portal 
home page is displayed. 

•	 Once on the page, select the Login to CMS Secure Portal link and enter 
your EIDM user ID and password. 

https://portal.cms.gov/


Terms and Conditions Screen
 

•	 This will take you to a screen showing the terms and conditions of using the EIDM. 
You must agree to the terms and conditions in order to continue. 

•	 Read the Terms and Conditions, select I Accept to continue. 
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Welcome to the CMS Portal
 

•	 The Welcome to the CMS Enterprise Portal 
page is displayed. 

•	 Select the Request Access Now link. 

11 



 

Requesting Access
 

• For the PQRS applications; scroll down to the Physician Quality and 
Value Programs domain and select Request Access. 

12 



 

Provider Approver Role
 

•	 At the top of the next screen, the Physician 
Quality and Value Programs domain will be 
auto-populated. 

•	 Under Select a Group, select Provider 
Approver. 
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Select Security Official
 

• Select the appropriate approver role, in this case Security Official 
for PQRS Group Practices. 
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Identity Verification
 

•	 You will then be taken to the Identity Verification 
section. 
•	 Select Next to complete the Identity Verification 

section. 
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Identity Verification (cont’d)
	

•	 The Identity Verification process will only be 
completed the first time a user requests a role 
in the Physician Quality and Value Programs 
domain in EIDM. 

– If the Identity Verification has been completed, 
users can skip this step. 
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Terms and Conditions
 

•	 This will take you to a screen showing the terms and conditions of using the EIDM. 
You must agree to the terms and conditions in order to continue. 

•	 Click the box next to the statement I agree to the terms and conditions. 
•	 Then, click on the Next button. 
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Your Information
 

•	 You will then be taken to the Your Information page. 
•	 You will need to complete the information request on this page. Please note that 

fields with an asterisk (*) are required fields and have to be completed. 
•	 After all required information has been provided, select Next to continue. 
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Entering Your Information
 

•	 You may select Cancel at any time to exit out 
of the user ID registration process. All 
information provided, and any changes made, 
will not be saved. 
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Identity Verification
 

•	 Select an answer to each question under Verify Identity. 
•	 Select Next after providing an answer to each question. 
•	 Verify Identity question information is provided from Experian in 

association with the Social Security Number provided. 



 

Multi-Factor Authentication
 

•	 Remote Identity Proofing is now complete. Select Next 
to proceed to the Multi-Factor Authentication 
Registration process. 

•	 You are now at the screen to begin the multi-factor 
authentication step. Select Next to begin registration for 
Multi-Factor Authentication Information process. 
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Multi-Factor !uthentication (cont’d)
	

•	 You will need to register either a phone, computer or email address. 
•	 Read through the descriptions of each of these options on this 

screen and then select an option from the MFA Device Type drop-
down menu. 
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Multi-Factor !uthentication (cont’d)
	

•	 If selecting Phone/Tablet/PC/Laptop as MFA 
Device Type, the following required 
information fields will be displayed: 

- Credential ID 
- MFA Device Description 
- NOTE: If you intend to use your mobile 

device or computer then you must 
download the VIP software. 

• If selecting E-mail  as MFA Device Type, the 
following required information fields  will be 
displayed: 

- E-mail 

- MFA Device Description 

• If selecting Text Message – Short Message 
Service (SMS) as MFA Device Type, the 
following required information fields  will be 
displayed: 

- Phone Number 

- MFA Device Description 

• If selecting Interactive Voice Response (IVR) 
as MFA Device Type, the following required 
information fields will be displayed: 

- Phone Number 

- MFA Device Description 

• After providing the required information, 
select  Next. 
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Selecting the Approver Role
 

•	 Registration for the Multi-Factor 
Authentication is now complete, but you still 
need to request the appropriate role. 

•	 Select Next to proceed to request the role. 

•	 Select the Security Official role. 
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Organization Information
 

•	 You will need to select either Create an 
Organization or Associate to an Existing 
Organization. 
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Creating an Organization
 

•	 The first user 
registering on behalf 
of the organization 
will select Create an 
Organization. 

•	 Complete the 
required information, 
including entering a 
Reason for Request, 
then select Next. 
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Creating an Organization (cont’d)
	

•	 You have 3 attempts to enter 2 valid individual 
National Provider Identifier/Provider 
Transaction Account Number combinations. 

– If the information is a confirmed match, the 

request will be auto approved. 


– If you exceed these attempts, your request will be 
sent on for manual approval. If further assistance 
is needed, contact the QualityNet Helpdesk. 
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Associating to an Existing Organization
 

•	 Other users 
registering with 
an existing EIDM 
organization will 
select Associate 
to an Existing 
Organization. 

•	 Enter the search 
criteria and select 
the appropriate 
organization. 
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Associating to an Existing Organization 

(cont’d)
	

•	 Make sure that the search criteria entered is 
accurate. If the organization is unable to be 
found, contact the QualityNet Helpdesk for 
assistance. 

•	 Review the entire request to confirm all of the 
data was entered accurately. 
–	 If the information is accurate, select Submit. 

– If a change needs to be made, select Edit and 
make the appropriate changes. 
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Application Access Request 

Acknowledgement
 

•	 A tracking number will be displayed on screen, 
and is also sent via email to the requestor. 

• This tracking number should be retained until the 

requested role has been applied to the account. 

•	 Click OK. 
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Application Access Request Approval
 

•	 The QualityNet Helpdesk Approver will 
receive an email notifying them of the request 
for the Security Official role approval. 

– The approver will need to log into the CMS 
Enterprise Portal to approve or reject the request. 

–	 The notification of approval, denial, or other 
requests will be sent to the role requestor’s email 
address on file for the request. 
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Help with EIDM
 

QualityNet Helpdesk
 
Monday – Friday: 

7:00 AM – 7:00 PM (Central Time) 

E-mail: qnetsupport@hcqis.org
 

Phone: 866-288-8912
 

TTY: 877-715-6222
 

Fax: 888-329-7377
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