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SUBJECT: IOM 100-17 Update 
 
I. SUMMARY OF CHANGES: The CMS Information Security and Privacy Group (ISPG) has developed 
a new ARS control set (currently designated as version 3.0) that organizationally defines how CMS systems 
should implement each NIST SP 800-53r4 control. The ISPG has evaluated the current NIST controls based 
on the Security Control Baselines (Appendix D in NIST 800-53r4) and has determined a subset of the NIST 
controls that must be implemented by all systems at CMS. The remaining NIST controls are to be evaluated 
and considered based on the technical and operational composition of each system/environment. The CMS 
Medicare Contractor Management Group (MCMG) has evaluated the ARS 3.0 control set and developed a 
MAC specific set of controls that all MACs must implement. This includes all controls designated as 
required by ARS 3.0, as well as a subset of the remaining controls required to be included to continue to 
assure a robust MAC security program. This current control set will be known as the MAC ARS. Going 
forward, the requirements that the MACs need to implement will be maintained as an attachment to the 
BPSSM in the Internet Only Manual (IOM) 100-17. This Change Request (CR) provides the updated 
BPSSM and MAC ARS controls developed by MCMG that all MACs will be required to implement. 
 
The purpose of this CR is to have the MACs perform an analysis regarding the attached BPSSM revision 13 
and the MAC ARS requirements to evaluate cost and operational impacts, and to provide a level of effort to 
CMS. As part of this process for considering implementation of the new security requirements, the MACs 
shall review the BPSSM and MAC ARS control set to evaluate the documented requirements to fully 
determine possible impacts. MACs shall consider the workload associated with the planning, 
implementation, education and ongoing support required to meet the security requirements in their analysis. 
 
 
EFFECTIVE DATE: July 31, 2017 
*Unless otherwise specified, the effective date is the date of service. 
IMPLEMENTATION DATE: 09- 25-18, (One (1) year from date of issuance of this CR), complete 
implementation of all controls associated with IOM 100-17 as described in this CR; July 31, 2017 - For 
MACs to provide their level of effort for implementing all of the controls associated with IOM 100-17 
as described in this CR 
 
Disclaimer for manual changes only: The revision date and transmittal number apply only to red 
italicized material. Any other material was previously published and remains unchanged. However, if this 
revision contains a table of contents, you will receive the new/revised information only, and not the entire 
table of contents. 
 
II. CHANGES IN MANUAL INSTRUCTIONS: (N/A if manual is not updated) 
R=REVISED, N=NEW, D=DELETED-Only One Per Row. 
 



R/N/D CHAPTER / SECTION / SUBSECTION / TITLE 

R 1/Introduction 

R 1.1/Additional Requirements for MACs 

R 2.1/CMS Contracting Officer’s Representative (COR) 

R 2.2/Principal Systems Security Officer (SSO) 

R 2.3/CMS Business Owners 

R 2.4/CMS System Maintainers/Developers 

R 2.5/Personnel Security/Suitability 

R 3.01/Control Components 

R 3.02/Reporting Requirements 

R 3.1/System Security Plan (SSP) 

R 3.2/Risk Assessment (RA) 

R 3.3/Contingency Planning 

R 3.5/Compliance 

R 3.5.1/Annual FISMA Assessment (FA) 

R 3.5.2/Plan of Action and Milestones (POA&M) 

R 3.5.2.1/Background 

R 3.5.2.2/POA&M Package Components/Submission Format 

R 3.6/Security Incident Reporting and Response 

D 3.6.1/Computer Security Incident Response 

R 3.8/Authorization To Operate 

R 3.10/Patch Management 

R 3.11.1/Security Configuration Management 

R 3.11.2/Security Technical Implementation Guides (STIG) 

N 3.12/End of Life Technology Components 

N 3.13/Cloud Computing 

R 4.1.4/Minimum System Security Requirements—HIGH 

R 4.3/Encryption Requirements for Data Leaving Data Centers 

R 5/Internet Security 

R Appendix A/1/Introduction 

R Appendix A/3/Definition of an Acceptable Contingency Plan 

R Appendix A/4/IT Systems Contingency Planning 

R Appendix A/4.1/Contingency Planning 



R/N/D CHAPTER / SECTION / SUBSECTION / TITLE 

R Appendix A/4.2/Coordination with Other Business Partners 

R Appendix A/5/IT Systems Contingency Plan 

R Appendix A/6/Testing 

R Appendix A/6.1/Claims Processing Data Centers 

R Appendix A/6.3/Test Types 

R Appendix A/6.3.1/Live vs. Walkthrough 

R Appendix A/6.4/Local Processing Environments 

R Appendix A/6.5/Test Planning 

R Appendix A/7/Minimum Recovery Times 

R Appendix A/8.1/Business Partner Management 

R Appendix A/8.2/Systems Security Officer (SSO) 

R Appendix A/8.4/Operating Components (IT operations personnel) 

R Appendix A/11/Checklist 

R Appendix A/12/References 

N Attachment 1/MAC ARS 
 
III. FUNDING: 
For Medicare Administrative Contractors (MACs): 
The Medicare Administrative Contractor is hereby advised that this constitutes technical direction as defined 
in your contract. CMS does not construe this as a change to the MAC Statement of Work. The contractor is 
not obligated to incur costs in excess of the amounts allotted in your contract unless and until specifically 
authorized by the Contracting Officer. If the contractor considers anything provided, as described above, to 
be outside the current scope of work, the contractor shall withhold performance on the part(s) in question 
and immediately notify the Contracting Officer, in writing or by e-mail, and request formal directions 
regarding continued performance requirements. 
 
IV. ATTACHMENTS: 
 
Business Requirements 
Manual Instruction 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Attachment - Business Requirements 
 

Pub. 100-17 Transmittal: 13 Date: September 22, 2017 Change Request: 10216 
 
 
SUBJECT: IOM 100-17 Update 
 
EFFECTIVE DATE:  July 31, 2017 
*Unless otherwise specified, the effective date is the date of service. 
IMPLEMENTATION DATE: 09-25-18 (One (1) year from date of issuance of this CR), complete 
implementation of all controls associated with IOM 100-17 as described in this CR; July 31, 2017 - For 
MACs to provide their level of effort for implementing all of the controls associated with IOM 100-17 
as described in this CR 
 
I. GENERAL INFORMATION   
 
A. Background:   This is an update to the existing Business Partners Systems Security Manual (BPSSM) 
and the MAC requirements regarding the CMS Acceptable Risk Safeguards (ARS). The BPSSM provides 
clarification and support to various CMS security policies, standards guidelines and procedures. The CMS 
Acceptable Risk Safeguards (ARS) are based on NIST Special Publication 800-53 Revision 4, dated April 
2013 and have been customized for usage by the MACs. 
 
The MACs will provide their level of effort to CMS for implementing all of IOM 100-17 as detailed within 
this CR by July 31, 2017. The MACs are required to implement all of the controls associated with IOM 100-
17 as described in this CR within one year of the issuance of this CR. 
 
B. Policy:   Compliance with the Federal Information Security Management Act of 2002, NIST 
requirements and guidance, and CMS policies, standards, guidelines and procedures. 
 
II. BUSINESS REQUIREMENTS TABLE 
  
"Shall" denotes a mandatory requirement, and "should" denotes an optional requirement. 
  
Number Requirement Responsibility   
  A/B 
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10216.1 Contractors shall be in compliance with the 
requirements outlined in the updated Business Partner 
System Security Manual (BPSSM). 
 

X X X X     BDC, VDCs 

10216.2 Medicare Administrative Contractors (MACs) shall 
perform an analysis to determine level of effort to 
implement the MAC Acceptable Risk Safeguards 
(ARS) by control contained in Attachment 1 of the 
BPSSM. Relationships with any affected 
subcontractors should be considered/included in the 
analysis and the impacts to the subcontractor should 
be identifiable within the analysis. 
 

X X X X      



Number Requirement Responsibility   
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10216.2.1 For MAC ARS control SC-13, MACs shall consider 
encrypting information in transmission to be required 
only during transport outside of the documented and 
approved system security boundary. Within the system 
security boundary, MACs shall consider encryption to 
the hardware/server level as sufficient. 
 

X X X X      

10216.2.2 MACs shall replace any reference to RMH, Volume 
II, Procedure 7.2, Incident Handling with RMH 
Chapter 8 Incident Response. 
 

X X X X      

10216.2.3 MAC ARS control IR-6, Incident Reporting defers to 
RMH Chapter 8 Incident Response or current version 
for an incident response timeframe. MACs shall 
consider incident response time as only responses to 
actual or suspected incidents, where a threat to the 
confidentiality, integrity and availability of a system 
has been detected. MACs shall clearly describe their 
catalog of incidents in their response to the IR-6 
requirement. 
 

X X X X      

10216.2.4 MACs shall not consider or provide any workload 
estimates for part or all of any requirements that 
necessitate interaction/effort with the CMS 
Cybersecurity Integration Center (CCIC). 
 

X X X X      

10216.3 Upon completion of the analysis of the proposed 
BPSSM and CMS ARS changes, MACs shall provide 
an estimate that details the level of effort by control of 
implementing the changes and delivered the estimate 
to Frank Schreibman, 
(Frank.Schreibman@cms.hhs.gov) and uploaded to 
the CR estimates portion of ECHIMP. A template for 
an estimate has been attached that should be used to 
document the analysis results. This is due to CMS by 
07/31/17 based on the draft change request. 
 

X X X X      

 
 
 
 
 
 
 
 
 
 



III. PROVIDER EDUCATION TABLE 
 
Number Requirement Responsibility 

 
  A/B 

MAC 
D
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E 
 

M
A
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C
E
D
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H
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 None      
 
IV. SUPPORTING INFORMATION 
 
 Section A:  Recommendations and supporting information associated with listed requirements: N/A 
 
  
"Should" denotes a recommendation. 
 

X-Ref  
Requirement 
Number 

Recommendations or other supporting information: 

 
Section B:  All other recommendations and supporting information: N/A 
 
V. CONTACTS 
 
Pre-Implementation Contact(s): Gregg Sanders, 410-786-1936 or Gregg.Sanders@cms.hhs.gov , Frank 
Schreibman, 410-786-0336 or Frank.Schreibman@cms.hhs.gov , Kevin Potter, 410-786-5686 or 
Kevin.Potter@cms.hhs.gov  
 
Post-Implementation Contact(s): Contact your Contracting Officer's Representative (COR). 
 
VI. FUNDING  
 
Section A: For Medicare Administrative Contractors (MACs): 
The Medicare Administrative Contractor is hereby advised that this constitutes technical direction as defined 
in your contract. CMS does not construe this as a change to the MAC Statement of Work. The contractor is 
not obligated to incur costs in excess of the amounts allotted in your contract unless and until specifically 
authorized by the Contracting Officer. If the contractor considers anything provided, as described above, to 
be outside the current scope of work, the contractor shall withhold performance on the part(s) in question 
and immediately notify the Contracting Officer, in writing or by e-mail, and request formal directions 
regarding continued performance requirements. 
 
ATTACHMENTS: 2  
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