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[bookmark: _Toc472954792][bookmark: _Toc427325077][bookmark: _Toc427325253][bookmark: _Toc427325306][bookmark: _Toc427325381][bookmark: _Toc427325448][bookmark: _Toc427325661][bookmark: _Toc427325729][bookmark: _Toc427326630][bookmark: _Toc427326694][bookmark: _Toc427326988]Introduction
This guide provides an overview of CMS Annual Certification process within Enterprise Identity Management (EIDM). This document includes step-by-step instructions for Approvers to use to certify the users under their approval authority.
[bookmark: _Toc472954793]Annual Certification
Beginning January 2016, the Centers for Medicare and Medicaid Services (CMS) enforced the Annual Certification requirement for all applications supported by EIDM.
Annual Certification is the annual recurrence of the role approval process. Role approval is the process used by the Business Owners, their representatives, Authorizers, Help Desks, or other Approvers to grant an application role to a user who is requesting the role.
CMS provides a means to record the Annual Certification actions taken for two types of roles:
a. Manually Approved Roles – The original role request requires manual approval by the user who has the appropriate authorizing role.
b. Validated Roles – The original role request requires that EIDM compare and validate user provided data to data maintained in a trusted resource (validation check). For e.g DBidS Authorized Official and Connexion Authorized Official
When a role fails certification, it is removed from the user’s profile.
a. Manually approved roles can fail certification either because the Approver selected ‘Revoke’ for the user’s role, or because the Approver took no action prior to the Annual Certification due date.
b. Validated roles can fail because the user provided data does not match the data in the trusted resource on the Annual Certification due date.
The Annual Certification due date is the date that a role is due to be certified. Annual Certification is not a certification of a User Identifier (UID) or a User’s Account.
a. The Annual Certification due date for manually approved roles is one year after the create date for the first certification, and one year after the certification date each year thereafter.
b. The Annual Certification due date for validated roles is June 1 every year.
The Annual Certification process for any given role is the sole responsibility of the application and their Approvers. This guide explains the Approvers’ responsibility with regards to Annual Certification for both the manually and validated roles.

[bookmark: _Toc472954794]User Initiated Annual Certification
The Annual Certification process for any given role is the sole responsibility of the Application and their Approvers. To help the approvers review and take action on these pending annual certifications, End Users have the ability to submit their roles for Annual Certification.
This section lists the step-by step instructions that an End User can take to submit their role(s) for Annual Certification.
The process starts with an E-mail notification that is sent out to the users on the 1st and 15th of every month if their roles are due for certification within the next 45 days and are not submitted for annual certification. 

	User Initiated Annual Certification
An End User with a manually approved role will receive and E-mail 45 days prior to the certification due date.

Please follow Steps 1 to 13 to submit a role for Annual Certification.

	Steps
	Screenshots

	Review the E-mail notification that that is sent out on the 1st and 15th of every month if your roles are due for certification within the next 45 days and are not submitted for annual certification. 
Follow the instructions in the E-mail to access the ‘My Annual Certifications’ page.
	
[image: ]

	1. Go to https://portal.cms.gov/ and select Login to CMS Secure Portal on the CMS Enterprise Portal.

Note: The CMS Enterprise Portal supports the following browsers: Internet Explorer 11, Firefox, Chrome, and Safari.
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	2. Read the ‘Terms and Conditions’ page and select I Accept to continue.
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	3. Enter your User ID and select Next.
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	4. Enter your Password, select an MFA Device Type from the drop-down, enter the Security Code, and select Log In.

Note: If you have a role not requiring MFA, you will only be prompted to enter your Password.

The ‘Security Code’ for the ‘E-mail’ and ‘One-Time Security Code’ options expires in 30 minutes. The ‘Security Code’ for the other MFA device types expires in 10 minutes. If you are unable to enter the code within the period, you will need to request a new one.

If you do not have access to your registered MFA device, please refer to the ‘User Login’ QRG for step-by-step instructions on how to register an MFA Device
	[image: ]

	5. Select My Access from the drop down menu at the top right corner of the Welcome screen.
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	6. Select Other Actions in the ‘My Access’ section.
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	7. You are navigated to the ‘My Access’ page. Select the link for Annual Certification on the left pane.
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	8. Your roles are displayed on the My Annual Certifications View. Select one or multiple roles from the list using the checkboxes.

Use the Sort By fields to organize your pending certifications by Next Review Date, Application, Role Name, Attribute, Status or Last Review Date in ascending or descending order. 

Select Submit.

Note: The default sorting is by the Next Review Date in ascending order.
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	9. The Review Details appear. All the roles selected on the My Annual Certifications View are displayed. 

Select OK to proceed.

Note: Select Cancel to return to the My Annual Certifications View.
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	10. The Annual Certification Acknowledgement page appears, displaying each role that you successfully submitted for annual certification.

Select OK to return to the My Annual Certifications View.

Note: The approver can now see that you have submitted a request to certify the selected role(s) for Annual Certification.
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	11. You will receive an E-mail notification when the role that was submitted for Annual Certification is certified.
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	13. You will also receive an E-mail when the Approver revokes the role access, or when no action is taken by the Annual Certification due date and the system removes your role. These E-mails are sent out even if you have not requested the roles to be re-certified.

Note: Instructions for regaining access to the application are provided in the E-mail.
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[bookmark: _Toc472954795]Approvers Certifying Manually Approved Roles
[bookmark: _Toc427749711][bookmark: _Toc427873838][bookmark: _Toc427873855][bookmark: _Toc427749712][bookmark: _Toc427873839][bookmark: _Toc427873856][bookmark: _Toc427749713][bookmark: _Toc427873840][bookmark: _Toc427873857][bookmark: _Toc427749714][bookmark: _Toc427873841][bookmark: _Toc427873858][bookmark: _Toc427749715][bookmark: _Toc427873842][bookmark: _Toc427873859][bookmark: _Toc427749716][bookmark: _Toc427873843][bookmark: _Toc427873860][bookmark: _Toc427749717][bookmark: _Toc427873844][bookmark: _Toc427873861][bookmark: _Toc427749718][bookmark: _Toc427873845][bookmark: _Toc427873862]Approvers for manually approved roles have the ability to search for, certify, or revoke the roles assigned to the users under their authority any time they choose via the ‘Annual Certification’ page. However, if they do not take an action by the certification due date, then their users’ role(s) will be revoked.
This section lists the step-by-step instructions that an Approver must take to certify or revoke their users’ access as part of Annual Certification.
The certification process is initiated with an E-mail notification that is sent to the Approver. The notification E-mail will provide instructions for completing the certification for users under their authority.
	Certifying Manually Approved Roles
[bookmark: _Toc435783995]An Approver for manually approved roles will receive an E-mail notifying them that users under their authority are pending Annual Certification. The initial E-mail is sent 30 days prior to the certification due date for users requiring manual approval. Reminder E-mails continue to be sent to the Approver fifteen, seven, and one day prior to the certification due date.

Please follow Steps 1 to 22 to certify pending users’ roles for Annual Certification.

	Steps
	Screenshots

	1. [bookmark: _Toc435783996]Review the E-mail notification that lists the number of roles pending certification. Follow the instructions in the E-mail to access the ‘Pending Certifications’ page to certify users’ access. 

Note: The roles pending certification requests listed in the E-mail provides the number of pending certifications that require your action in the specified number of days.
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	2. 	Go to https://portal.cms.gov/ and select Login to CMS Secure Portal.

Note: The CMS Enterprise Portal supports the following browsers: Internet Explorer 11, Firefox, Chrome, and Safari.

Enable JavaScript and adjust any zoom features to ensure you are not missing part of the screen because the view is too wide.
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	3. Read ‘Terms and Conditions’ and select I Accept to continue.
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	4. Enter your User ID and select Next.
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	5. Enter your Password, select an MFA Device Type from the drop-down, enter the Security Code, and select Log In.

Note: If you have a role not requiring MFA, you will only be prompted to enter your Password.

The ‘Security Code’ for the ‘E-mail’ and ‘One-Time Security Code’ options expires in 30 minutes. The ‘Security Code’ for the other MFA device types expires in 10 minutes. If you are unable to enter the code within the period, you will need to request a new one.

If you do not have access to your registered MFA device, please refer to the ‘User Login’ QRG for step-by-step instructions on how to register an MFA Device.
	[image: ]

	Approvers can access the Annual Certification User Interface (UI) in the same location where they go to approve or reject role requests. Depending on which applications and roles an approver belongs to, you can access this interface via either ‘My Actions’ or ‘My Access’.

This section includes steps to access the Annual Certification UI via the ‘My Access’ page. Refer to the steps listed in Appendix B for accessing this interface via the ‘My Actions’ page. To find out which path you should take to access the Annual Certification UI, refer to the table in Appendix A, which lists the Applications and the appropriate method to access this interface.

	6. Select My Access in the drop down menu at the top right corner of the Welcome screen.

Note: Please refer to Appendix B for instructions on accessing the ‘Pending Approvals’ UI via My Actions.
	[image: ]

	7. Select Other Actions in the ‘My Access’ section. 

Note: The following screenshots show an approver with a GENTRAN Approver role  certifying users under their authority.
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	8. You are navigated to the ‘My Access’ page. Select the link for Annual Certification on the left pane. 

Note: If you are accessing the ‘Pending Approval’ UI via My Actions select the link for Annual Certification under the ‘My Actions’ page. Please refer to Appendix B.
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	9. Select users one by one or in bulk (by selecting the Select All checkbox) to Certify or Revoke users’ roles. Only users whose roles are due for certification within the next 30 days will be shown initially.

You may use the Search Users tab to search for users outside the 30 day window or to search for a specific pending certification by UID, User name, etc.

Follow Steps 11 and 12 if you require additional user role information to certify/revoke the role.

Follow Steps 15 to 24 to search and certify users using the Search Users tab. 

Note: By default, the My Users’ Certifications View displays up to 500 results sorted in ascending order by the Next Review Date. You can also sort by User ID, First Name, Last Name, Role Name, Attribute, User Requested, User Requested Date and Last Review Date. You can also use the Filter option to customize the results.

The system uses pagination when displaying results. The ability to toggle through pages can be utilized by selecting the Up Arrow, Down Arrow, First, Previous, Next, and Last buttons or by entering the desired page number in the Page field.

Use Results Per Page to display up to 100 results per page. By default, it is set to 20.
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	10. Agree to the acknowledgement statement by selecting the checkbox in the lower left corner of the page. Select Certify or Revoke to complete the pending role certification.

Continue to Step 13.

Note: The Certify button approves the user’s continued use of a role in your application. Upon successful certification, an E-mail is sent to the user who requested their roles to be certified.

The Revoke button removes the user’s role for the application. The user is notified via E-mail when their role is revoked. 
	[image: ]

	11. Select the User ID hyperlink to view all role attributes for the selected role and Business Contact Information for the user.
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	12. Review the role information on the User Details tab. Agree to the acknowledgement statement by selecting the checkbox in the lower left corner. Select Certify or Revoke to complete the pending user’s role certification.

Note: Selecting Cancel will return you to the My Users’ Certifications View.
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	13. The Review Details page displays the confirmation message and the list of users included for that action. Review the UID, role, and Approver-based information of the pending certifications that are going to certified or revoked.

Confirm your action by selecting the OK button. Select the Cancel button to cancel the action and return to the ‘Search Users View’ page.

Note: Sample screenshots are shown for both Certify and Revoke actions.

A summary table of the role information will not be shown when taking action from the User Details tab.
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	14. You are navigated to the My Users’ Certifications View after certifying or revoking roles for users under your authority. An informational message is displayed stating that the roles have been Certified or Revoked. If there are additional users’ roles to be certified, follow Steps 1 to 10 to take action. 

Note: The users’ roles which were certified or revoked will no longer be included in the My Users’ Certifications list.
	[image: ]

	Approvers can select the Search Users tab to search pending certifications for users’ roles under their approval authority. Users whose roles are due for certification matching the search criteria are populated in the search results. The following screenshots provide step-by-step instructions for searching pending certifications and taking action on the search results.

	15. Approvers can search for pending role certifications of users under their approval authority by providing search criteria on the Search Users page.

Note: The following characters are not allowed in any of the search fields: Asterisk (*), Percentage (%), Double quotation mark (“), Ampersand (&), Cap (^), Less-than sign (<), and Greater-than sign (>).

UID, First Name, and Last Name: Enter a minimum of 2 characters in the search field. 

Application: This is a mandatory field if you are an approver for more than one application. Please select the application. If you are an approver for only one application, the application name will be pre-selected by default and will be grayed out.

Role: This is an optional field and displays the roles within the application which are under your approval authority. If you are an approver for only one role in the application, the role will be pre-selected by default and will be grayed out.

Certification Date From and To: Enter dates in mm/dd/yyyy format, or select dates using the calendar icon to search pending certifications. 

User Requested: This field allows you to search for or hide certifications that were requested by an end user.

User Requested Date From and To: Enter dates in mm/dd/yyyy format, or select dates using the calendar icon to search for certifications requested by the end user within a specific period.
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	16. Select Search to retrieve a list of users matching the search criteria. To clear the search criteria, select the Reset button.
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	17. Review the pending certifications that match your search criteria. Select users one by one or in bulk by selecting Select All to certify or revoke roles.

Follow Steps 20 and 21 if you require additional user role information to certify/revoke the role.

Note: By default, the results are sorted by the Next Review Date column. You can sort the search results in ascending or descending order using the ‘Sort By’ option. By default, up to 500 results are populated. You can see all pending certifications that are due up to the next 365 days.

The system uses pagination when displaying results. The ability to toggle through pages can be utilized by selecting the Up Arrow, Down Arrow, First, Previous, Next, and Last buttons or by entering the desired page number in the Page field.

Use the Results Per Page to display up to 100 results per page. By default, it is set to 20. The following are the different fields that are displayed in the search results:

UID, First Name, Last Name: User information of the user who matches the search criteria

Role Name: User role for the user who matches the search criteria

Attribute: The role attribute that is provided by the user at the time of role request and is used to identify the Approver and route the request to that Approver.

User Requested: Indicates whether the annual certification request has been initiated by the end user.

User Requested Date: The date an end user submitted the Annual Certification request.

Last Review Date: The last date Annual Certification was completed. 

Next Review Date: The next Annual Certification due date.

External Validation Error: Only shown for application roles where the original role request required that EIDM compare and validate user-provided data to data maintained in a trusted resource. It will be displayed only when the trusted resource validation fails.

Select the double arrow in the top right corner to expand the table view to see all populated columns. 
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	18. Agree to the acknowledgement statement by selecting the checkbox in the lower left corner of the page. Select Certify or Revoke to complete the pending user’s role certification.

Continue to Step 22. 

Note: The Certify button approves the user’s continued use of a role in your application. 

The Revoke button removes the user’s role for the application. The user is notified via E-mail when a role is revoked. 

The Cancel button clears the search and navigates you back to the My Users’ Certifications View.
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	19. Select the User ID link to view all role attributes for the selected role.
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	20. Review the role information on the Role Details tab. Agree to the acknowledgement statement by selecting the checkbox in the lower left corner of the page. Select Certify or Revoke to complete the pending user’s role certification.
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	21. The Review Details page appears providing the list of users included for that action. Review the UIDs, role, and approver-based information of the pending certifications that are going to be certified or revoked. Confirm the action by selecting the OK button. Select the Cancel button to cancel the action and to return to the ‘Search Users View’ page.

Note: Sample screen shots with the Review Details are shown for both Certify and Revoke actions.
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	22. You are navigated to the Search Users View after certifying or revoking the roles for users under your authority. An informational message is displayed stating that the roles have been certified or revoked. If there are additional users’ roles to be certified, or to start a new search, follow Steps 16 to 22.

Note: If you certify/revoke a user role from the Role Details tab, you will return to the My Users’ Certifications View.
	[image: ]

[image: ]




[bookmark: _Toc472954796]Validated Roles
This section provides sample E-mail notifications received by the Approver, Business Owner, and End User when validated roles do not pass account validation as part of Annual Certification. Please note that validated roles are certified by the system, and approvers need not take any action in certifying or revoking the roles. The next level Approvers and Business Owner of an application are notified about the users who failed the validation check. Please refer to the Introduction section of this document for an explanation and additional details on this type of certification.
	Validated Roles require that EIDM compare and validate user provided data (data provided at the time of role request) against the data maintained in a trusted resource (validation check). When validation check fails because of the user data not matching data in the trusted resource, an Approver or Business owner will receive an E-mail notification. 

Please see Steps 1 to 3, to view E-mail notifications for Validated Roles pending Annual Certification.

	Function
	Sample E-mail

	1. [bookmark: _Toc435783998]Approvers responsible for users with validated roles receive an initial E-mail 90 days prior to the Annual Certification due date. This E-mail includes the users and roles which failed the validation check. Reminder E-mails will continue to be sent if the user(s) do not pass the validation check 60 days, 30 days, seven days, and one day prior to the Annual Certification due date.

[bookmark: _Toc435783999]Note: If the user’s account fails the validation check by the certification due date, their role will be removed and the user will be notified by E-mail.
[bookmark: _Toc435784000][bookmark: _Toc435784001]If the user’s account passes the validation check, then the role has passed Annual Certification until the next certification due date. No E-mails are sent to either users or Approvers in this case. Approvers are responsible for taking action to correct data in the trusted resource by the certification due date.
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	2. [bookmark: _Toc435537083]Approvers responsible for users who have validated role(s) will receive an E-mail informing them of their users’ role removal, when a validated role fails Annual Certification due to failing the validation check. 

Note: Instructions for regaining access to the application are provided in the E-mail.
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	3. Users with validated roles who fail Annual Certification will receive an E-mail notifying them that their role has been removed.

Note: Instructions for regaining access to the application are provided in the E-mail.
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[bookmark: _Toc472954797]APPENDIX A: Annual Certification Link
Approvers can access the Annual Certification UI in the same location where they go to approve or reject role requests. Depending on which applications and roles an approver belongs to, the Approver can access this interface via either ‘My Actions’ or ‘My Access’. The figure below shows the path an Approver should take to access the interface, depending on the Application(s) in which he/she has approval roles.
	Applications via the ‘My Access’ Page
	Applications via the ‘My Actions’ or ‘My Access’ Page

	· BCRS
· BUNDLED PAYMENTS EFT
· CERRS
· Cisco WebEx SaaS
· COB
· CONNEXION
· CPMS
· CSR
· DBidS
· ECRS
· ELMO
· eRPT
· GENTRAN
· HDT

	· INTERNET SERVER (ISV)
· MAMA
· MDR
· MED
· MYCGS
· NOVITASPHERE
· PMDA
· PS&R/STAR
· PV-PQRS
· QARM
· SERTS
· SERVIS
· SPOT (FCSO)
· UCM
· VMS CLIENT LETTER
	· ASETT
· FFSDCS
· EPPE
· ESD
· FFM/Training – Agents/Brokers/Assisters
· HIOS
· IC
	· IDHD
· MACPro
· MCU
· MLMS
· OPEN PAYMENTS
· SHIM (SHOP)
· T-MSIS
· zONE



[bookmark: _Toc472954798]APPENDIX B: Accessing Pending Certification Using the My Actions Link
This appendix explains the steps that Approvers can take to access the My Users’ Certifications UI from the ‘My Actions’ link.
	Steps
	Screenshots

	1. Corresponding with Step 6 in Section 4 above: Select My Actions from the drop down menu at the top right corner of the Welcome screen.
	My Actions 
[image: ]

	2. Select the Annual Certification link on the ‘My Actions’ page.
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[bookmark: _Toc472954799]APPENDIX C: Important Terminology
Below are some important terms related to Annual Certification and account reviews:
· Inactive – The user has not logged into either their Application or EIDM for 60 days or more.
· Locked – The user is prevented from logging in to any application. They may log into EIDM.
· The user’s account will be locked following 60 days of inactivity.
· To unlock an account, the user must log into EIDM, answer their challenge questions, and reset their password.
· Deleted – The user’s account may no longer be used for any purpose. The user must register again.
· Account deletion occurs upon failure of account review when both statements below are true:
· The user’s account does not have a role in any application; and
· The user’s account has been inactive for more than 360 days.
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From: <donotreply@cms.gov>
Date: Wed, Jul 20, 2016 at 10:15 AM
T
‘Subject: Action Required: CMS.gov User’s Annual Certification

“This is to inform you that one or more of your roles in EIDM are due for Annual Certification.
Please perform the following steps to review and take action on your roles due for certification.

Login to CMS.gov using the link given below.

Navigate to "My Access' page.

Select 'Other Actions' link on the "My Access' view.

Select ‘Annual Certification’ link.

In the ‘My Annual Certifications View” tab, select the role(s) for which you would like to take action.
Select ‘submit’ if you would like to retain the role{s) in the application.

mpwN

Ifyou are accessing CMS.gov from CMS Net, go to <CMS NET URL=
Ifyou are accessing CMS.gov from the Internet, go to <Internet URL=

Thank You,
oms.gov

Please do not reply to this system generated E-mail.
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From: <donotreply@cms.gov>
Date: Thu, Sep15, 2016 at 10:15 AM

To:

‘Subject: Your CMS.gov roles have been re-certified

This s to inform you that the below roles which were submitted for Annual Certification in CMS.gov.
have been re-certified.

PS&R/STAR- PS&R/STAR HelpDesk

Thank You,

cMs.gov

Please donot reply to this system generated E-mail
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From: donotreply@cms.hhs.gov [mailto: donotreply@cms.hhs.gov]
Sent: Monday, October 19, 2015 2:05 PM

To:

Subject: Your CMS.gov Application Role has been removed.

Dear <First Name> <Last Name>,

‘The Centers for Medicare and Medicaid Services (CMS) require that your Role, <Role Names, in the
<Application Name> Application be approved each year. This email s to notify you that your Application
Approver has removed your role.

f you wish to regain access to your application please request the role again by logging into the CMS.gov
Enterprise Portal at <portal landing page URL> .

If you need additional assistance contact your <Application Name> Help Desk at <ApplicationHelpdesk
email> or call <Ay ionHelpdesk phone number>.

Thank you,
cms.gov
Please do ot reply to this system generated E-mail.
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‘From: <donotreply@ans gov>
Da
To:

‘Subject: Action Required: CMS gov Users’ Pending Annual Certification.

‘Thisis o infonm youthat some of your users in the <Application Name> Application for which youare:
responsible are due for Anmal Certification of thelr roles.

‘You have 237 roles pending certificationin the next 30 days.
You have 210roles pending certificationin the next 15 days.
You have 203 roles pending certficationin the next 7 days.
You have 0 roles pending certificationin the next 1 day.

‘Toreview the pending certifications, lease dothe following:

. Loginto CMS.gov using the link givenbelow.
‘Navigate to the page where you approve role requests.
Select the *Annual Certification link.
Inthe ‘Pending Certification’ view select the user for whom you wishto take an action. If youdo
not find the user in the ‘Pending Certification’ view, select the ‘Search Users” tab o search for the

. “Certify the userif you wish to retain the user’s role in the application.
“Revoke theuserif you wish to remove the user' role in the application. This will be effective.
e

0w

‘Note: If you fil to take any action, the users’ role(s) will be removed on the certification due date for that
role(s).

1f you are accessing CMS gov from CMS Net, Go to <CMS NET URL>.
1f you are accessing CMS gov from the Intemet, Go to <Intemet URL>.
‘Thank you,

CMs.gov

‘Please donotreply to this system-generated E-mail.
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My Users' Certifications View

Only the first 500 pending certifcations will be displayed. You may search for other certfications using the Search Users tab above

Showing 1 to 3 of 3 matching records.
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My Annual Certifications  Search Users

My Users' Certifications View
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User Details: QSSIHPTEST008

ineALLA impllast

Request Details: #
Role Name: POSFE Contractor User Requested -

User Requested Date: Last Review Date:

Next Review Date: 12292016

Attribute Details: #
Plan Contract Number: RO000

Business Contact Informatio

Company Name: sregt Address 1 drgtzs
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Company Phone Number: 5755756893 Office Phone Number 5755756893

11 acknowledge that | am responsible for certifying my users continued use of the assigned role to the same standard by which the user was originally authorized.
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Review Details

Are you sure you wantto proseed? Selecting OK wilrevoke the selested rolefs)
Select All UseriD First Name Last Name. Role Name Attribute User Requested User Requested Date  Last Review Date. Next Review Date

SATZAUTOSUITE10422  hpimpiSatz SaEMiraFEHKZ. POSFE Contractor Ro00D ves 20192016 2312015 2312016

OK Cancel




image26.png
P ——————r———

pe—

s Lo O Moo O




image27.png
My Users'

-

s iy v e ety i

Sondy nesteieiine 0 Awone - Son sy v -on e oo
- o Pl Rele Mmoo LoDt ot o
[P FosrEcoman R0 E e
, [ R —— - s oovs oo

R TSRS —————




image28.png
My Annual Certifications My Users' Certifications

User ID
First Name Last Name

Application®

Select N

Certification Date From Certification Date To

User Requested

User Requested Date From User Requested Date To




image29.png
Search Users

T —





image30.png
Search Users <

Showing 1 to 8 of 8 matching records.

SortBy | NextReviewDate  v| IN | Ascending v Sort Filter By | Userip + On Filter  Clear

Select All UseriD First Name Last Name Role Name Attribute User Requested User Requested Date  Last Review Date  Next Review Date:
QSSHPTESTOS  NineaLLA implast POSFE Contractor  R000D = 120902016
SATZAUTOSUITE1D4S  hpimpiSatz SatzMiraFEHKZ POSFE Contractor  RO00D Yes 12118016 1212015 1212016

QEIDMPORTALTEST  implist implast POSFE Contractor  R000D = 11282016 11282017

24

REGRESSIONSATZTE TrThoSeHuTwiThresAA MurugishakrSstz  POSFE Contractor  R000D B 12152016 250017

sTars A

QEDMCOB! astsfs ssaf POSFE Contractor  R000D = 12150016 250017

UseRses [} gt POSFE Contractor  RO00D B 12152016 250017

HPTESTUSERSCR111 MNAROHuFifeen  SatzAkAr POSFE Contractor  R000D = 12150016 250017

s

BSMITH_101 el Smith MA Submiter Hasss B 12118016 12nen017
ResulisPerPage *|  First Previous Next Last ShowingPage |1 +| Of1

1 acknowledge that | am responsible for certying my users continued use of the assigned fol 1o the same standard by which the user was orighall authorized.

Certify Revoke





image31.png
Search Users <

Showing 1 to 8 of 8 matching records.

SortBy Necrevewose v I ascencng v Sort Filter By | Userip « on Filter  Clear
Select Al Userio, First Name. Last Name Role Name. Attrbute UserRequested  User Requested Date  Last Review Date  Next Review Date
v QSSHPTESTOS  NineALLA mplast POSFEConractor RO000 - 12092016

SATZAUTOSUTE0SS  hpmpSatz SeMGFEMC  POSFECommactor RO e 12192016 1232015 12312016
QEDMPORTALTEST! st mplast POSFEConractor RO000 - 1282016 1182017

204

REGRESSIONSATZTE. TrhoSeHuTwiTivesAd MurigahikivSetz  POSFE Conractor  ROD0D - 1252016 1252017
starn A

aeMcos! i ssat POSFEConractor RO000 - 1252016 1252017
Useress o ot POSFE Conractor  RO00D - 1252016 1252017
HPTESTUSERSCRIf1  MNAROHuFflesn  Sstzékér POSFEConractor RO000 - 1252016 1252017
s

BSMITH 101 Bl Smin A Submter Hase - 12192016 12192017

Results Per Page ™ First Previous Next Last Showing Page 1 + Of1

1 acknowledge that | am responsible for certying my users continued use of the assigned fol 1o the same standard by which the user was orighall authorized.

Certify Revoke




image32.png
User Details: QSSTHPTEST008

NineALLA impllast

Request Details: #
Roke Name: POSFE Contractor User Reaquested -
User Requested Date: Last Review Date:
Next Review Date: 12092016
Attribute Details: &
Flan Contract Number: Ro000
Business Contact Information: &
‘Company Name: sregt sddress 1 argies
aadress 2 oy argz
St ks 2p Coe: a2
‘Gompany Phone Number: srssrsnes Offe Phone Number: srssrsesen

1 acknowledge that | am responsible for certying my users continued use of the assigned fol 1o the same standard by which the user was orighall authorized.

Certify Revoke Cancel




image33.png
Review Details

‘Are you sure you want o proceed? Selecting OK wil certy the selested rokfs).
Select All © UseriD First Name Last Name. Role Name Attribute User Requested User Requested Date  Last Review Date  Next Review Date.

“ QSSHPTESTODS  NineALLA implst POSFE Contractor  RO000 = 12282016

OK  Cancel




image34.png
Review Details

‘Are you sure you want o proceed? Sekecting OK wil revoke the selected rok(s).
Select All © UseriD First Name Last Name. Role Name Attribute User Requested User Requested Date  Last Review Date  Next Review Date.

“ QSSHPTESTODS  NineALLA implst POSFE Contractor  RO000 = 12282016

OK  Cancel




image35.png
My Annual Certifications My Users’ Certifications

Search Users <

ATTENTIO!

“The selected role(s) have been successfuly certiied

Showing 1to 1 of 1 matching records

SortBy | NextReviewDatz v  IN | Ascending v Sort Filter By | UseriD v On Filter  Clear
Select All UseriD First Name Last Name Role Name Attibute User Requested User Requested Date  Last Review Date  Next Review Date
SATZAUTOSUITE104S  hpimpiSatz SatzMiraFEHKZ POSFE Contractor  R00D0 Yes 12118016 1212015 1212016
ResultsPerpoge *|  First Previous Next Last Showing Page |+ Of1

1 acknowledge that | am responsible for certying my users continued use of the assigned fol 1o the same standard by which the user was orighall authorized.

Certify Revoke




image36.png
Search Users

ATTENTIO!

‘The selected role(s) have been successfuly revoked

My Annual Certifications My Users’ Certifications

Showing 1to 2 of 2 matching records.

SortBy | NextReviewDate v IN | Ascending * Sort Filter By | UseriD + On
Select All UseriD First Name Last Name Role Name Attribute User Requested User Requested Date
QSSHPTESTOS  NineALLA implast POSFE Contractor  RO000 -
SATZAUTOSUITE1D4S  hpimpiSatz SatzMiraFEHKZ POSFE Conractor  R00D0 Yes 12192016
Resuksperpage | First Previous Next Last Showing Page 1 v/ Of1

1 acknowledge that | am responsible for certying my users continued use of the assigned fol 1o the same standard by which the user was orighall authorized.

Filter  Clear

LastReviewDate  Next Review Date
12282016
1213172015 1213172016

Certify Revoke




image37.PNG
From: "donotreply@cms.gov" <donotreply@cms.gov>

Sent: Monday, November 23, 2015 10:06 AM

To:

Subject: Action Required: Your CMS.gov application users' auto approved roles have failed validation

You are receiving this notification because some of your users for which you are either directly or
indirectly responsible for, failed an external data source validation as part of Annual Certification.
The user details are attached. |

Please ensure that the validation data matches for these users. If no corrective action is taken the
user(s) will fail Annual Certification and their role(s) will be removed on the certification due date for
that role(s)

Thank you,
CMS.gov
Please do not reply to this system generated E-mail.
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From: <donotreply@ams gov>
Date: Fri, Nov 20, 2015 a1 4:29 PM

T
Subject: Your CMS gov users” roleshave beenremoved.

‘The following Users", for whom you are listed as the Business Owner or Approver, have failed Annual
Certification and their role(s) have been removed. Theuser details are attached.

Users who wish to regain access to their applications can request therole again by logging into CMS.gov
using the link given below and requesting the desired role.

1f you are accessing CMS.gov from CMS Net, Go to <CMS NET URL>.
1f you are accessing CMS.gov from the Intemet, Go to <Interet URL>.

Thank you,
CMS gov
Please do not reply to this system generated E-mail.
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From: <donotreply@ams gov>
Date: Fri, Nov 20, 2015 a1 4:29 PM

T
Subject: Your CMS. gov Application Role has been removed.

Dear <First Name><Last Name>,

‘The Centers for Medicare and Medicaid Services (CMS) require that your Role, <Role Name>, in the
<Application Name> Application be approved cach year. This email i to notify you that your role hasnot
been approved and has beenremoved.

1f you wish to regain accessto your application please request the role again by logginginto CMS.gov
using the link given below and requesting the desired role.

1f you are accessing CMS.gov from CMS Net, Go to <CMS NET URL>.
1f you are accessing CMS.gov from the Intemet, Go to <Interet URL>.

If you need additional assistance contact your <Application Name> Help Desk at <Application Helpdesk
email> or <Application Helpdesk phone number>.

‘Thank you,
CMS gov
Please donotreplyto this system generated E-mail.
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