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Network Connectivity

e
= Two options:

- Internet (small organizations)
_ Extranet (both large and small organizations)

» For the purpose of this discussion:

~ “Large” organizations are defined as those with membership of
100,000 or greater

- “Extranet” is the AGNS/MDCN network (AT&T Global Network
Solution/Medicare Data Communications Network)

Note: MDCN is a CMS contract. Organizations may deal with AT&T
resellers to procure these network services.
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Choosing Your Network

e
= “Large” organizations will use the Extranet (AGNS/MDCN)

- Dedicated telecommunications link (e.g. T1) for network connectivity
_File transfers using Sterling Connect:Direct server-to-server solution
- Browser for MBD and MARX user interfaces

= “Small” organizations will use either the Internet or Extranet
~ Dedicated telecommunications link to either network or dial-in

- (File t;ansfers serviced by the CMS Enterprise File Transfer solution
EFT

- Browser for MBD and MARX user interfaces

= |n all cases, the organization must assess their current bandwidth to
determine whether or not it is sufficient

- Multiple T1's?
- Internet bandwidth?
_ Dial-in to Internet or Extranet?

Note: Always send and receive files using the same network.
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What 1s EFT?

B
= Enterprise File Transfer (EFT) solution

= EFT based on the Sterling Gentran Integration Suite
- Electronic mailbox used to drop off and pick up files
- NOT emaill like Outlook/Exchange, GroupWise, etc.
- More like a file storage area with strict access rights

= Two client software options:
- Browser
_ Sterling Secure File Transfer Protocol (SFTP)
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Software Requirements

N
= “Large” plans will use the Extranet (AGNS/MDCN)

- Sterling Connect:Direct server software for file transfer
- In most cases, the organization already has this software
_ Browser for user interface access

= “Small” organizations will use either the Internet or Extranet
_ In either case, EFT is the file transfer solution
~ Either a browser or SFTP required
_ Browser for user interface access

* Read the manual. Clear guidance for procuring the correct
software




Connecting to the CMS Enterprise

New business partners using C:D must complete the C:D template, get AGNS/MDCN
connectivity, procure C:D software and request a SPOE Account

All end user access will be authenticated via IACS
Information available through the MMA helpdesk and website

1. Extranet Connect:Direct (C:D) Enterprise File

Transfer
Large Volume m—’-

BUSIHESS Partner CENTERS for MEDVCARE £ MEDICAID SERVICES

T-1or DS3

ey

- C:D Server Platform
Router

C:D Server Platform

=
Extranet
2. Extranet Enterprise File Transfer (AGNS/MDCN)

Business Partners

AGNS/MDCN Connectivity
Small Volume (e.g. T-1)

Business Partner%

Enables Business Partner
use of MDCN DNS for Firewall
hostname resolution

Router

Gentran
Server

Sterling SFTP or browser
(Microsoft Internet Explorer 5.0 or later
https://gis.cmsnet:3443/mailbox)

3. Internet Enterprise File Transfer
Small Volume

Business Partner Business Partners
Internet Service Provider
Connection T
Router
Internet
Gentran
Firewall Server

Sterling SFTP or browser
(Microsoft Internet Explorer 5.0 or later

https://gis.cms.hhs.gov:3443/mailbox)



Security Alert | Security Alert |
W Information you exchange with thiz site cannaot be viewed or ' Information vou exchange with this site cannot be viewed or
.J. changed by others. Howewver, there iz a problem with the site's ?. changed by others. Howewver, there iz a problem with the site's
' security certificate. ' securnty certifizate.

a The securty certificate iz from a trugted certifying authority, & The zecurty certificate was izzued by a company you have
hot chozen o trust, Wiew the cerificate to determine whether
naLl want b bzt the cerifying authoriky.

& The zecurty certificate has expired or iz not yet walid. a The securty certificate date iz walid,

The zecurty certificate has a walid name matching the name a The securty certificate haz a valid name matching the name
af the page you are ying o wiew, af the page wou are tving to view.

Do wou want to procesd? Do you want to procesd?

s YWiew Certificate | s | Mo

If you encounter either of the above security alerts when trying to access
“CMS Enterprise File Transfer”, your Verisign certificate needs updating.
To proceed follow the steps below.

1 - For the security alert on the left, type the following URL into your browser:
http://www.verisign.com/support/install2/intermediate.htm|
( Proceed to the following page. )

2 — For the security alert on the right, type the following URL into your browser:
https.//www.verisign.com/support/verisign-intermediate-ca/
mpki-intranet-intermediate/index.htmi

( Skip to page 11.)



Microsoft Internet Explorer @

" FE AR NINGT W ARMINGF YW AR NINGY
e Y

UMAUTHORIZED ACCESS TO THIS COMPUTER IS PROHIBITED BY LAWY (REFEREMCE
TITLE 18 U.5.C., SECTION 1030).

This is a Centers for Medicare & Medicaid Services (CMS) (Operating Division of the
Department of Health and Human Services) computer system, CM3 computer systems
are provided For the processing of Official U.5. Government information. &l data
contained on CMS computer syskems is owned by the CM3 and may, For the purpose of
protecting the rights and property of CMS, be monitored, intercepted, recorded, read,
copied, or captured in any manner and disclosed in any manner by authorized
petsaonnel, If wou are not authorized access ko this syskem you musk immediately exik,
Federal, State, andfor local laws may provide criminal penalties for any person illegally
Accessing of using a Government owned or operated computer systerm,

SECURITY REQUIREMEMNTS FOR AUTHORIZED USERS of CMS' COMPUTER SYSTEMS
IF wou are authorized access ko a CMS computer syskem, wou are subjeck to the
requirements of the Office of Information Services' Security Handbook, The Security
Handbook incorporates Article 35 of the 2004 CMSIAFGE Master Labor Agreement,
effective June 9, 2004, which governs bargaining unit employees,

THERE I3 MO RIGHT OF PRIMACY IM THIS SYSTEM, Svwstem securiky personnel may give
to law enforcement officials any potential evidence of crime found on CM3 computer
swsbems,

LSE OF THIS 3Y3TEM BY &NY LSER, AUTHORIZED OR, UNAUTHORIZED, COMNSTITUTES
COMSENT T THIS MOMNITORING, INTERCEPTICN, RECORDING, READIMNG, COPYIMNG
DR CAPTURING AMND DISCLOSURE,

EE AR NIMNG* W ARNING™ W ARNING

1 — Review the warning information, then click “OK” button



‘2 Login - Microsoft Internet Explorer

Eile Edit Wiew Favorites Tools  Help

\_}Back «.._.;‘I @ @ {:j ﬁﬁearch "i—l\'\?Favnrites @ E::g" hi_; E |_J

Address @ htkps:ffais.cms.hhs . gov: 3443 mailboxispflogin. jsp b GO Links **
- N A
CINTIRY flon” MAETWCAME - AEDC) FEFCES
File Transfer
User ID
| |
Password
| |
h. oy y

£

@ Cone é i Internet

1 — Enter your “‘User ID’ in the first box provided.
2 — Enter your ‘Password’ in the second box provided.

3 — Click the ‘Sign In” button.



Performing a Malilbox Search

Procedure to view all mailboxes or an individual
mailbox




2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit \ew Favorites Tools  Help #

eﬁack r ‘\J E] @ @ ,/OSearch *Favnrites @ @T l:i—i; x| D

Address @https:,l',l'gis.n:ms.hhs.gm-':3443,|'maill:n:ux,l'jsp,l'MBILu:ugin | =] Go Lirks **

i
Iy - Mailbox Search
() welcome TEST123 _
Search Options
Mailbox Search 1 Mailb o | v|
Mailbox Send = 3
Log Out Message Mame: | |
Refresh Mailboxes Message ID: | |
Help
Creation Date:
From: 20050713 | 319 | |PM |
oo 20050714 | (319 | [PM v -
&) Dane B et

1 - You can navigate to the ‘Mailbox Search’ screen at any time by
clicking the ‘Mailbox Search’ text in the left navigation menu.



‘2 Mailbox Interface MBI - Microsoft Internet Explorer
File Edit Miew Favarites  Toaols  Help #

eBECk i @ iy @ @ L{jj /OSearn:h *Favnrites .@ @, t’i_';: & D

fddress @https:,l',l'gis.u:ms.hhs.gu:uv:3443,l'mai||:u:|x,l'jsp,l'MBILu:ugin v BYco Links ¥

. &)
Search Options -
[Ty
Mailko:
(®) welcome TEST123 1
Message Mame: MDeadletter
MTEST123
Mailbox Search Messane D TEST1234M
Mailbox Send MEST123/0UT
Log Out Creation Date:
Refresh Mailboxes ) =
From: 20050713 | (319 | |PM v
Help
o looos07-14 | [319 PM v
* 2
~
2 A mnternet

1 - To view all mailboxes accessible with your user ID select ‘All’
from the mailbox drop down list.
2 — Click the ‘Go!” button.



2 Mailbox Interface MBI - Microsoft Internet Explorer
File Edit ‘ew Favorites Tools Help #

eaaCk ¥ e i @ @ lf;j pSearch *Favnrites @ @v r:"} & D

fddress @ https:ffqgis.crms. hhs. gov: 3445 mailboxisp MEILagin V| Go | Links

¥ A

CENTERS for MEDICARE & MEDICAID SERVICES

- Al
Search Options n
LT g
Mailbox [ TESTIZ3AN  w
(¥) Welcome TEST123 [an
Message Mame: DeadLetter
Mailbox Search Message IO AEST1ZS 1
Mailbox Send MEST123/0UT 1
Log Out Creation Date:
Refresh Mailboxes . Ve =
o From: [ooos0743 | 319 | [PMv| <Ge— 2
oo 20050714 | 319 | (PM v < )
~
& B @ mtermet

1 - To view files that were ‘Inbound’ to, or ‘Outbound’ from your
mailbox, select the mailbox name that ends with ‘/IN’ or
‘/OUT’ respectively, from the mailbox drop down list.

2 — It is also possible to specify beginning and end dates to
further narrow your query.



2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit ‘Wew Favorites Tools  Help #

@Ea‘k I O E’j @ @ pSearch *Favnrites @ @T & =) D

fddress @https:,I',I'gis.cms.hhs.gnv:3443,|'mai|hnx,l'jsp,l'MEiILngin v BdGo Links ®

NI Mailbox Search Results

(¥) Welcome TEST123

Extract Message Hame Created i Mailbox Extact Policy
Muilbox Search % TEST OB DATA b a1 2005-07-14 2103560 |25 MEST1230UT  |Count
. I'J TEST 0B DATA bt 45 2005-07-14 16:25:460 (25 ITEST1 23N Coaunt
Mailbox Send
Log Out
[tergl=s 1-20f2
Refresh Mailboxes
Help [terls per pace: 50 25 50 100
< il ] 2l
@Dnne | [ | [ | é ﬁ Internet
‘ H ’ ‘ ’ '
1 — Current ‘Mailbox 3 — ‘Message Name’ (filename)

2 — Message ‘Id’ 4 — ‘Extract’ (download) button



Downloading Files from your Mailbox

Procedure to save files from your mailbox to your
local workstation




‘2 Mailbox Interface MBI - Microsoft Internet Explorer
File Edit Wiew Favorites Tools  Help #

ek - () @ @ Lﬂ] pSearch *Favnrites & @v E; -

Address @ https: //gis.cms. hhs.gov: 3443 mailboxjsp/MEILogin
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(NTnnmmmey- Mailbox Search Resuits

(®) Welcome TEST123

Extract Message Hame Created Size Mailbox
TEST OB DATA b 2005-07-14 16:25:46.0 TEST1 234/

Mailbox Search

Mailbox Send 1-10f1
Log Out

per page; 5 1005 50 100
Refresh Mailboxes

Help

< I | 3|

&) Sy & Internet

1 - Locate the desired file which can be found under the “Message Name”
column in “Mailbox Search Results” window.

2 — Click on the icon corresponding to the desired filename which can
be found under the “Extract” column header.



File Download

Do you want to open or save this file?

Marne: TEST OB DATA.ExE
Type: Text Document, 25 bytes

From: gis.cms.hhs.goyw

ooen ] |

Whhile files from the Intermet can be ugeful, zome files can potentially
biarrn pour computer. IF vou do nok tragt the source, do not open or
zave thiz file. What's the nzk?

1 - Click “Save” button to save the file to your local computer.



Saveir: | ) CMS Inbound Data  <Gueeess ] & A e e

2 Marme - Size Type Dake Maodified

My Hecent
Dacuments

tdy Documents

File name: TEST B DATS <G 2

fdy M etwark, Save as lype: l Text Document

1 — Select the desired directory in which to save the file.
2 — Enter the desired file name to name the file.
3 — Click the “Save” button.



Download complete

Ciownload Complete

Saved!
TEST OB DATA, Exk From gis.cms.hhs, gow

Ciowwnloaded: 25 byvkes in 1 sec
Ciowenload o iZ:\Documents and .. \TEST IE DATA. bxk
Transfer rate: 25 bykes)Sec 2

Cloze

“Successful Download Message” Choose the desired option:

1 - “Open” - This will open file using software that edits “.TXT” files.

2 — “Open Folder” — This will display the file in the folder that it was placed.
3 - “Close” — This will close the Download dialog box.



Performing a Mailbox Send

Procedure for sending a file to a given mailbox




2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit Miew Favarites  Tools  Help #

Qe -+ () E‘] @ @ /O Search *Fa’mrites & @, t{-_# & - L)

Address @https:,l',l'gis.cms.hhs.gu:uv:3443,l'mailbcux,l'jsp,l'MBILcugin w | 2 ko Links **

[HNTnnmmmmme- Mailbox Send

(¥) Welcome TEST123 _
Mailbox Send

Mailbox Search Mailbiox |

Mailbox Send
Log Out Filename | |[ Browse... |

Refresh Mailboxes

Help

Done | | | | | é ‘ Inkernekt

1 - You can navigate to the “Mailbox Search” screen at any time by
clicking the “Mailbox Send” text in the left navigation menu.



2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit ‘Wiew Fawvorites Tools  Help #

(Peack - () @ @ Lf;] ,OSear-:h *Favnrites &) @v ,,{} & - L)

Address @ https:figis. cms. bhs . gov: 3443 mailbosisp/MBILogin V| G0 Links **
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INNmnnmmmm»- Mailbox Send

(¥) welcome TEST123 _
Mailbox Send

AESTIZOUT v | < |

Mailbox Send fDeadlLetter

Log Out Filename | mreaT123 [ Browse.. | < —— 2

fTEST1234AM

Mailbox Search Mlailbox

Refresh Mailboxes

TEST123/0UT <<$tmmmm ]|

Help

@ Done | | | | | é i Inkernet

1 - Click on the “Mailbox” drop down menu and select the desired destination
mailbox.

2 — Click the ‘Browse...” button, or type in the file name and its path
to select the desired file to send.



Choose file

) HTTP TEST OE DATA, _ 1

[CSJHTTP TEST 1B DATA
=] TEST OB DATA

My Recent M35 Supplied file name (skruckure)
Docurnents

F‘[_'_'

Desktop

W,

by Documents

ty Computer
My Metwark  File name: |EMS Supplied file name [ztructure) Open
Places

Files of bype: |,&II Files [%.7) Cancel

1 — Select the folder which contains the file (path).
2 — Select the desired file

3 - Click the “Open” button.



2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit Miew Favorites  Tools

Help

@Back i O B @ @ ,O Search *Famrites .@ @, & & D

Address @ https:figis. crs. hhs, gov: 3443 mailbosg jsp/MEILogin

[NTmmmmey Mailbox Send

(¥) welcome TEST123

Mailbox Search
Mailbox Send
Log Out

Refresh Mailboxes

Help

Mailbox Send

Mailbox | TEST123/0UT

Filename |C:RDucument5 and SettingsiGarthdy Du:n:umen“_Eiru:uwse... |

Dane

| é ‘ Inkernet

1 - Click the “Go” button.



2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help #

@Back i \G} E] @ @ ,/O Search *Famrites @ @, t’i_#; & D

Address @https:,l',l'gis.cms.hhs.gu:uv:3443,l'maill:u:|x,l'jsp,l'MBILu:ugin w | B4 Go Links ¥

Iy

(¥) welcome TEST123

Mailbox Search
Mailbox Send
Log Out

Refresh Mailboxes

Help

Done | | | | | é ‘ Inkernet

1 - Click the “Refresh Mailboxes” option on the left navigation window.
2 — Perform a “Mailbox Search” (refer to section “Performing a
Mailbox Search” pages 20 - 24).



2 Mailbox Interface MBI - Microsoft Internet Explorer

File Edit Wiew Fawaoribes  Tools  Help #

@Back i \4) @ @ L../J] ,O Search *Favurites & @, t{} K D

Address @ htkps: figis. cms. hhs.gov: 3443/ mailbox fjsp/MBILogin V| G0 Links **

¥ A)
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[TNTNImnmmy - Mailbox Search Results

(¥) welcome TEST123
Extract Message Hame

‘ﬂ__gl CME Supplied file name

(structure) td
‘ﬂ__g' TEST OB DATA b

Created
7-14 20031870

Mailbox
TEST1230UT

Extact Policy

Mailbox Search

Mailbox Send 2005-07-12 21:02:56.0 Count

Log Out

‘ﬂ—_1| TEST OB DATA bt 20058-07-14 16:25:46.0 Count

Refresh Mailboxes

Help [terms1-3of 3

ltems per pade: 510 25 50 100

i | 111l ] l|

| | | | | é ﬂ Internet

1 - If the “Mailbox Send” operation completed successfully, and you properly
gueried for your file using the “Mailbox Search” option, you should

now see the name of your file displayed in the “Mailbox Search
Results” window.



A Mailbox Interface MBI - Microsoft Internet Explorer

File Edit ‘ew Favaorites Tools  Help #

@E‘ack r Q E] @ @ /OSearn:h *Famrites .@ @T & x| D

Address @ https: iigis. cms.hhs.goyv: 3443 mailboxisp/MBILogIn

249
Iy Mailbox Search
(¥) welcome TEST123 _
Search Options
Mailbox Search W ailbo | v| )
Mailbox Send T
Messadge Narme: | |
Refresh Mailboxes Message ID: | |
[ []
Creation Date:
From: 120050713 | 1085 | |PM v
T 2005.07-14 | [1085 | |PM v
v
@ hteps: figis.cms, hhs.gov: 3443 imailbox ) jspilogoff, jsp | [ [ | | é @ Internet

1 - To log out click the “Log Out” option from the left navigation
menul.
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